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Very Quick intro

 



CYBERSECURITY 101 – THE BASICS
• INTRODUCTION

• What is Cyber Security?

• EMAIL
• O365 .vs Gmail
• MFA
• Email Controls
• Phishing & Scams

• REMOTE USERS
• Benefit .vs Reward
• Employer trends

• SYSTEM DEFENSES
• Primary Defense
• Antivirus

• Retail .vs Commercial

• ENDPOINT MANAGEMENT – CIS CONTROL
• How remote work can leave companies vulnerable and liable.

• CLOUD BASICS 
• What is the cloud & how does it work?

• BACKUPS
• Are they necessary

• DISASTER RECOVERY
• How to save your business



WHAT IS CYBER SECURITY?
Cyber security is the application of technologies, processes and controls to protect systems, networks, programs, 
devices and data from cyber attacks!

• Here is what its not

• Cyber security is not only about stopping hackers

• Cyber security is not only about stopping password leaks

• Cyber security is not only about protecting your data

• Here is what it is:

• Network security

• Data security

• Device security

• Application security

• Identity management

• Cloud security …. and more!
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Elements of Cyber Security�
Network security: The process of protecting the network from unwanted users, attacks and intrusions.�
Application security: Apps require constant updates and testing to ensure these programs are secure from attacks.�
Endpoint security: Remote access is a necessary part of business, but can also be a weak point for data. Endpoint security is the process of protecting remote access to a company’s network.�
Data Security: Inside of networks and applications is data. Protecting company and customer information is a separate layer of security.�
Identity management: Essentially, this is a process of understanding the access every individual has in an organization.�
Cloud security: Many files are in digital environments or “the cloud”. Protecting data in a 100% online environment presents a large amount of challenges.�
Mobile security: Cell phones and tablets involve virtually every type of security challenge in and of themselves.�
Disaster recovery/business continuity planning: In the event of a breach, natural disaster or other event data must be protected and business must go on. For this, you’ll need a plan. End-user education: Users may be employees accessing the network or customers logging on to a company app. Educating good habits (password changes, 2-factor authentication, etc.) is an important part of cybersecurity.

Real Story: Credit Union Data Risk




EMAIL SERVICES
Which is better: Microsoft Office 365 or Google Gmail

• What does your company need. Gmail for ease of use or Microsoft O365 for functionality and security

• End of the day, its all about user preference and data administration. 

• MFA – ok, so what is that?

• Rather than just asking for a username and password, MFA 

requires one or more additional verification factors, which 

decreases the likelihood of a successful cyber attack.

• Multiple methods like:

• Text

• Code Generator

• Key Fob

• App

• Phone Call
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Email: 
Both suites are managed from a web interface, and in both instances, the interface leaves something to be desired, with somewhat confusing options and layouts. However, the “Essentials” view in the Microsoft 365 admin center beats anything in G Suite because of how easily it lets you accomplish the most common tasks, including and editing new and existing users, changing licenses, paying bills, and installing Office on devices. And it has an Add User wizard that helps you set up email, licensing, roles, contact information, and so on from in one spot.
Interfaces aside, Office 365 offers better admin account security, superior mobile administration, and more management controls. But G Suite supports the key management features for organizations with no heavy compliance requirements. And both suites protect your data with enterprise-grade security and offer a central security center for managing user permissions and protections.





EMAIL CONTROLS
• Access Controls - Who, What, Where and How?

• CIS Control 9: Improve protections and detections of threats from email and web vectors, as 

these are opportunities for attackers to manipulate human behavior through direct 

engagement.

• IAM – individual access management to what they need when they need it

• Monitoring – Who is watching email stats, or is this automated?

• Access Policies - Can anyone access communications

• Response – What happens when an attack is detected

• PHISHING ATTACKS

• Phishing emails can also be used to trick recipients into 

sharing sensitive information, often by posing as a legitimate 

business or trusted contacts.

• Example: 

Presenter
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 Email defense in depth:

Keyword: Improve. 

Measures to secure email accounts – Google or O365
IAM – User account policies & Conditional Access
Monitoring – What apps or systems in place for this. 3rd party or in-house
Access policies – Location policies – example: country blocking

Phish: 
Phishing emails can also be used to trick recipients into sharing sensitive information, often by posing as a legitimate business or trusted contacts. Phishing attacks against businesses often target departments that handle sensitive personal or financial information, such as accounts payable or human resources. In addition to impersonating known vendors or company executives, attackers will try to instill a sense of urgency in phishing emails to increase their chances of success

Real Story: Conditional Access



REMOTE USERS
With the current climate, remote users are expected to continue to grow. In a PwC survey of 669 CEOs, 78% agree 

that remote collaboration is here to stay for the long-term.

SOME EMPLOYEE BENEFITS…
• Increased Work Satisfaction

• Productivity Increases

• Better Employee Mental Health

• Less employee leave taken

• Better business communications
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A Gartner survey of company leaders found that 80% plan to allow employees to work remotely at least part of the time after the pandemic, and 47% will allow employees to work from home full-time. In a PwC survey of 669 CEOs, 78% agree that remote collaboration is here to stay for the long-term.

Remote Work Increases Job Satisfaction - Remote Workers Are More Productive - Remote Work Leads to Better Mental Health VS Cyber Attack surface is triple. 





REMOTE USERS
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A Gartner survey of company leaders found that 80% plan to allow employees to work remotely at least part of the time after the pandemic, and 47% will allow employees to work from home full-time. In a PwC survey of 669 CEOs, 78% agree that remote collaboration is here to stay for the long-term.

Remote Work Increases Job Satisfaction - Remote Workers Are More Productive - Remote Work Leads to Better Mental Health VS Cyber Attack surface is triple. 





SYSTEM DEFENSE
System defense is broken down into two main categories:

NETWORK DEFENSE DEVICE DEFENSE

This includes:

• Routers
• Firewalls
• Switches
• Printers
• Online Accounts
• VOIP Phones

This includes devices 
like:

• Laptops
• Desktops
• Mobile phones
• Firewalls
• Antivirus

Primary 
Line of 

Defense

Network Devices

Firewall Antivirus

If you need to start somewhere, start with device defense



ANTIVIRUS OPTIONS
If you are thinking about an Antivirus program, here are some comparisons:

RETAIL BUSINESS

• OTC Purchase
• Cheap
• Various options
• One-click install
• 1-5 devices
• Limited scanning 
• Signature based

• Purchased via Vendor
• More expensive
• Complete package
• Advanced install
• In-depth scanning
• Advanced controls
• Network Monitoring
• Forensics

If you are ever unsure if a file is malicious, Virus Total is a free 

online scanning toll that will detect the latest malware attributes in 

a file. 
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Kaspersky
Webroot
AVG
Trend Micro
McAfee 
Cylance

Enterprise: 
Carbon Black
Sentinel One – Leading AV for 2021
Crowd strike

Why not Windows defender? 

Real Story: AV Forensics and locations 



ENDPOINT (Device) MANAGEMENT

• HARDWARE CONTROL
• Who has what
• Where are company devices
• Inventory Management

• SOFTWARE CONTROL
• What software is installed
• Block software installs
• System configurations

• BROWSER CONTROL
• What websites being accessed
• Block un-approved downloads
• Block video streaming

Unified endpoint management is a class of software tools that provide a 

single management interface for mobile, PC and other devices.

CIS Controls: software control, hardware inventory, vulnerability 

scanning, configuration management and patch management can all be 

accomplished with an effective endpoint management system. 



WHAT IS THE “CLOUD”
The tech industry loves to use buzzwords like the Internet of Things, Big Data and 5G. The problem is that these sometimes 

arbitrary terms don’t make it clear what they actually mean to consumers. “The cloud” is one of those terms.
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The tech industry loves to use buzzwords like the Internet of Things, Big Data and 5G. The problem is that these sometimes nebulous or arbitrary terms don’t make it clear what they actually mean to consumers.

The definition for the cloud can seem murky, but essentially, it’s a term used to describe a global network of servers, each with a unique function. The cloud is not a physical entity, but instead is a vast network of remote servers around the globe which are hooked together and meant to operate as a single ecosystem.

These servers are designed to either store and manage data, run applications, or deliver content or a service such as streaming videos, web mail, office productivity software, or social media. Instead of accessing files and data from a local or personal computer, you are accessing them online from any Internet-capable device—the information will be available anywhere you go and anytime you need it.

Real Example: Users Gmail or Phones

http://recode.net/2015/01/15/a-beginners-guide-to-understanding-the-internet-of-things/
http://recode.net/2015/03/13/what-is-5g-and-what-does-it-mean-for-consumers/


BACKUP … BACKUP AND AGAIN… BACKUP
Why Backup and Recovery WILL save your business!

Companies are really vulnerable nowadays as they wholly depend on data. As every bit of data raised their values, the amount of data loss is also heavily 

increasing. Hardware system or malfunction is one of the most answered causes of data loss and 57% of data loss episodes are happening due to system 

error, Ransomware is second. 

740 ransomware victims named on data leak sites in Q2 
2021 - Kaseya IT Vendor
• Kaseya IT Software application
• Deployed to over 1500 US businesses
• Ransom set at $45,000
• Decryption software to unlock files set at $70 million the reduced to 

$50 Million
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Companies are really vulnerable nowadays as they wholly depend on data. As every bit of data raised their values, the amount of data loss is also heavily increasing. 

What is ransomware?

How backups will save a company from system error or ransomware. 

Real Story: HIP



Q & A
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Thank you for attending our 7 Ways 

to Secure Your Company Against a 

Cyber Attack Webinar!
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